


User Table

CREATE TABLE `user` (
`id` INT(10) UNSIGNED NOT NULL AUTO_INCREMENT,
`username` VARCHAR(50) NOT NULL,
`password` CHAR(60) NOT NULL,
`name` VARCHAR(50) NOT NULL,
PRIMARY KEY (`id`),
UNIQUE INDEX `username` (`username`)

)



index.php

<?php

session_start();

if (!empty($_SESSION[‘app123_logged_in'])) {
echo 'Hello, ', $_SESSION['name'], '. <a 

href="logout.php">Logout</a>.';
} else {

echo 'Hello, guest. <a href="login.php">Please 
login</a>.';
}



index.php

• Before login:

• After login:



register.php

<!DOCTYPE html>
<html lang="en">
<head>

<title>Register</title>
</head>
<body>

<form action="register_process.php" method="post">
<label>

Username:
<input type="text" name="username" required autofocus>

</label>
<br>
<label>

Password:
<input type="password" name="password" required>

</label>
<br>
<label>

Name:
<input type="text" name="name" required>

</label>
<br>
<input type="submit" value="Register">

</form>
</body>
</html>



register.php



db.php

<?php

$host = 'localhost';
$username = 'root';
$password = '';
$db = 'user_demo';

$mysqli = new mysqli($host, $username, $password, $db) or 
die('MySQL Connection error!');



register_process.php

<?php

include_once 'db.php';

$username = $_POST['username'];
$password = $_POST['password'];
$password_hash = password_hash($password, 
PASSWORD_BCRYPT);
$name = $_POST['name'];
$sql = "INSERT INTO user (username, password, name) 
VALUES ('$username', '$password_hash', '$name')";

$mysqli->query($sql);
$mysqli->close();
header('Location: login.php');



login.php

<!DOCTYPE html>
<html lang="en">
<head>

<title>Login</title>
</head>
<body>

<form action="login_process.php" method="post">
<label>

Username:
<input type="text" name="username" required>

</label>
<br>
<label>

Password:
<input type="password" name="password" required>

</label>
<br>
<input type="submit" value="Login">

</form>
</body>
</html>



login.php



login_process.php

<?php

include_once 'db.php';

$username = $_POST['username'];
$password = $_POST['password'];
$sql = "SELECT * FROM user WHERE username = '$username'";
$result = $mysqli->query($sql);

if ($result->num_rows) {
$row = $result->fetch_object();

if (password_verify($password, $row->password)) {
session_start();

$_SESSION['app123_logged_in'] = true;
$_SESSION['name'] = $row->name;

header('Location: index.php');
} else {

echo 'Wrong username or password.';
}

} else {
echo 'Wrong username or password.';

}

$result->close();
$mysqli->close();



login_process.php

• Login failure:

• Login success:



logout.php

<?php

session_start();
session_destroy();
header('Location: index.php');


